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The regulation of AI in the UK
The lighter touch regulation of AI in the UK, and arguably 
drastic differences from EU plans may pose issues that require 
further attention from the UK government in due course. By 
Gareth Oldale and Georgía Philippou at TLT.

The UK government’s journey 
to reform data protection in 
the UK has reached another 

milestone with the recent release of 
the Data Protection and Digital 
Information Bill1. The proposed 
 legislative change amending the Data 

Protection Act 2018 and the UK 
GDPR reflects the UK government’s 
efforts to boost British business and 
use its post-Brexit freedoms to depart 
from European law. 

DP and Digital Information Bill: 
Organisations will face mostly 
cosmetic changes
Alison Deighton of HelloDPO assesses the practicalities of the 
UK Data Protection Reform.  

The Data Protection and Digi-
tal Information Bill (referred 
to as the Bill in the rest of this 

article) proposes a number of 
changes to the UK data protection 
regime which the Government hopes 

will make data protection compli-
ance more straightforward in the 
UK. In this article we review some of 
the proposals from a practical per-
spective to consider how they will 
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New UK DP Bill starts its 
 passage in Parliament 
As we are going to print, the Data Protection and Digital Information 
Bill was due to have its second reading at the House of Commons. 
Some of the original proposals have been dropped, but new ones have 
emerged. A completely new area has been added to the Bill, namely 
digital verification services. This makes sense from the point of view 
of enabling the use of digital identities with confidence, but for those 
used to navigating the UK GDPR and the Data Protection Act 2018, 
additional change may be unwelcome.  
 
Much of the proposed reform concentrates on the existing 
accountability framework, which the government sees as 
burdensome. Many of the changes would affect the day-to-day work 
of DPOs; even their own status is threatened by the proposals (p.1). 
 
There are changes to come in the field of the Privacy and Electronic 
Communications Regulations (PECR), for example on banners and 
cookie pop-ups. PECR fines would be elevated to GDPR levels. 
The government also seeks to win companies’ approval in terms of 
scientific research and AI. Unlike the EU, the UK is not, at the 
moment, legislating on AI. The Bill proposes to widen the concept of 
scientific research. Read our correspondents’ analysis of the proposed 
changes on pages 1, 10 and 13. 
 
The DCMS says that the reform is “evolution rather than revolution”. 
However, much depends on whether all these proposals are adopted. 
In the worst case, UK’s EU adequacy decision could be threatened.  
The question about the UK’s own adequacy decisions is an interesting 
one. PL&B has organised a Roundtable in London on 3 October so 
that you can learn from the DCMS about the proposed future 
framework for international transfers from the UK, and put your 
questions to the speakers from that department who have been 
drafting the Bill’s clauses and advising the Data Minister. See p.22 
 

Laura Linkomies, Editor 
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impact day to day operations and how 
organisations can prepare to make the 
most of the proposals.  

The Bill is not yet in its final form, 
so organisations should not start 
making any changes to their proce-
dures or governance structures until we 
have the final legislation. However, it is 
useful to start thinking about how the 
proposals are likely to impact your 
organisation and the resources you will 
need to make sure you modify your 
privacy practices in the best possible 
way to take advantage of the flexibility 
the new regime promises to offer, while 
retaining the best practice and expertise 
that you already have in place.  

GOVERNANCE STRUCTURE: 
ROLES AND RESPONSIBILITIES 
The Bill includes a number of proposed 
amendments which will have an impact 
on how organisations structure their 
privacy teams. We examine these in 
detail below. 

UK REPRESENTATIVES 
What is the proposal? For overseas 
entities the Bill includes a proposal to 
abolish the requirement to appoint a 
UK representative. 

What will this mean in practice? 
The abolition of the UK representative 
role will only affect organisations that 
are established outside the UK and 
which offer goods and services into the 
UK or who monitor the behaviour of 
UK citizens. In practice, UK reps have 
been little more than a post box for the 
ICO to contact overseas entities, so on 
a practical level, little is likely to change 
for UK businesses or those who have 
appointed a UK representative. Privacy 
notices will need to be reviewed and 
updated to remove details of UK repre-
sentatives. Otherwise, this change will 
have little operational impact. 

SENIOR RESPONSIBLE 
INDIVIDUAL 
What is the proposal? Certain organi-
sations will be required to appoint a 
senior responsible individual (SRI) 
who must perform specified statutory 
tasks. The requirement will apply to 
public bodies and organisations whose 
processing activities are likely to result 
in a “high risk” to individuals’ privacy 

rights and freedoms. At present, there 
is no further guidance on what will be 
considered “high risk” processing. 
However, it seems likely that the guid-
ance already prepared by the ICO on 
high-risk processing in the context of 
data protection impact assessments 
(DPIAs) will be relevant. In this con-
text, the ICO indicates that a high risk 
means that there is “potential for any 
significant physical, material or non-
material harm” to individuals. When 
evaluating risk, organisations need to 
consider both the likelihood of risks 
occurring and the severity of the 
impact if the risk materialises.  

Ten factors that indicate that pro-
cessing is likely to be high risk in the 
DPIA context include: 
1.   Systematic and extensive profiling 

with significant effects; 
2.   Large scale use of special category 

data or highly personal data; 
3.   Public monitoring (e.g. use of 

CCTV in public areas); 
4.   Automated decision-making with 

legal or similar significant effect; 
5.   Systematic monitoring (e.g. 

 geographic tracking or online 
 monitoring); 

6.   Data processed on a large scale; 
7.   Matching or combining datasets; 
8.   Data concerning vulnerable data 

subjects; 
9.   Innovative use or applying new 

technological or organisational 
solutions; and 

10. Preventing data subjects from exer-
cising a right or using a service or 
contract. 
If the appointment of an SRI is 

required, the SRI must be a part of the 
organisation’s “senior management”. 
Senior management means individuals 
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SRI tasks for a controller: SRI tasks for a processor:

Monitoring compliance by the controller 
with the data protection legislation

Monitoring compliance by the processor with 
Articles 28 (requirements for controller – 
processor relationships), 30A (record 
keeping) and 32 (information security)

Ensuring that the controller develops, 
implements, reviews and updates 
measures to ensure its compliance with the 
data protection legislation

Co-operating with the Commissioner on 
behalf of the processor

Informing and advising the controller, any 
processor engaged by the controller and 
employees of the controller who carry out 
processing of personal data of their 
obligations under the data protection 
legislation

Acting as the contact point for the 
Commissioner on issues relating to 
processing of personal data

Organising training for employees of the 
controller who carry out processing of 
personal data

Dealing with complaints made to the 
controller in connection with the processing 
of personal data

Dealing with personal data breaches

Co-operating with the Commissioner on 
behalf of the controller

Acting as the contact point for the 
Commissioner on issues relating to 
processing of personal data

STATUTORY TASKS OF SENIOR RESPONSIBLE INDIVIDUALS (SRIS)
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who play significant roles in the 
making of decisions about how the 
whole or a substantial part of the 
organisation’s activities are to be man-
aged or organised. 

The statutory tasks of the SRI will 
differ depending on whether the organ-
isation is a controller or processor 
(although many organisations act in 
both capacities for different processing 
activities) – see table on preceding page. 

It is interesting that the tasks of the 
processor SRI do not extend to organ-
ising training or dealing with personal 
data breaches, both of which are hugely 
important for processors who provide 
services which involve large scale pro-
cessing for multiple clients.  

The SRI must either fulfil the statu-
tory tasks themselves or secure that 
they are performed by another person. 
If the performance of one of the tasks 
outlined above would result in a con-
flict of interest for the SRI, they must 
delegate that task to another individual. 

When deciding whether, and to 
whom, tasks should be delegated the 
SRI must consider the following: 
•    the other person’s professional 

qualifications and knowledge of the 
data protection legislation 
(although note that there is no 
requirement for the SRI themselves 
to have any professional qualifica-
tions or knowledge of data protec-
tion legislation); 

•    the resources likely to be available 
to the other person to carry out the 
task; and  

•    whether the other person is 

involved in day-to-day processing 
of personal data for the controller 
or processor and, if so, whether that 
affects the person’s ability to per-
form the task. 
What does this mean in practice? 

It remains to be seen how “high risk” 
processing will be defined in the con-
text of the requirement to appoint an 
SRI. Organisations should wait for fur-
ther guidance on this point and, when it 
is available, will need to carry out and 

document their assessment as to 
whether the processing they conduct is 
high risk and therefore whether an SRI 
is required. Our expectation is that any 
organisations that carry out automated 
decision-making which has a signifi-
cant impact on an individual (e.g. lend-
ing decisions), extensive profiling or 
behavioural monitoring (including for 
marketing purposes) and large scale use 
of special category data will be caught 
by the SRI requirement. This is likely 
to include the majority of organisations 
which are required to have a statutory 
DPO under the current regime. 

Where an SRI is required, the SRI 
must be part of an organisation’s senior 
management team. In our experience, 
individuals in such roles tend to have 
quite enough to do, without also taking 
on the burden of ensuring compliance 
with UK GDPR requirements. It is 
also unlikely that most senior manage-
ment team members will have the req-
uisite knowledge and understanding of 
the UK GDPR to undertake the statu-
tory tasks without significant addi-
tional training. Our expectation, there-
fore, is that many organisations will 
need to appoint an SRI but will then 
delegate the statutory tasks to an 
appropriately qualified individual. If 
your organisation already has a DPO 
in place, they are the obvious person to 
whom the SRI statutory tasks can be 
delegated. 

It will be important to ensure that 
the roles of the SRI and any delegate 
are clearly defined, with responsibili-
ties to fulfil the statutory requirements 

included within their job specification. 
If a delegate is appointed, it will also be 
key to put in place clear reporting 
responsibilities so that the SRI remains 
briefed on risks and compliance activi-
ties. Ultimately the SRI will remain 
responsible for compliance, so they 
will need to receive regular reports and 
have good lines of communication with 
their delegate.  

For smaller organisations, the role of 
the SRI is more likely to be undertaken 

by a member of senior management 
without delegation. However, in these 
cases it will be important to ensure that 
all tasks can be undertaken without any 
conflict of interest. For example, if the 
Finance Director takes on the SRI role 
and they have an objective to cut costs, 
this could conflict with the obligation 
to ensure that all appropriate measures 
are in place to enable compliance. It 
will always be important to assess all 
the duties of the SRI to identify poten-
tial conflicts of interest. When a con-
flict arises, a delegate will need to be 
appointed to manage the relevant area. 

ABOLITION OF THE STATUTORY 
REQUIREMENT FOR A DPO 
What is the proposal? The Bill pro-
poses to abolish the statutory obliga-
tion to appoint a Data Protection 
Officer (DPO). 

What does this mean in practice? 
For organisations that carry out 

high risk processing activities, the SRI 
will take on similar responsibilities to 
those previously undertaken by the 
DPO. The practical implications of this 
proposal will differ for each organisa-
tion. For large organisations with com-
plex processing activities who already 
have a DPO in place, it is likely to make 
sense for the SRI to delegate their 
responsibilities to the existing DPO. 
This will require some paperwork to be 
put in place to ensure responsibilities 
are clearly divided. The SRI will also 
have to take on new responsibilities for 
compliance oversight. However, from a 
day-to-day operational perspective, the 
impact will be relatively low. 

For smaller organisations, the DPO 
may already be being undertaken by a 
member of the senior management 
team. For such organisations, the oper-
ational impact will again be limited, but 
it will be necessary to re-assess the 
senior management role to ensure there 
is no conflict of interest and to ensure 
that their job specification covers the 
SRI tasks. 

In all cases, privacy notices will need 
to be reviewed and updated to ensure 
that contact details of the SRI are pro-
vided, rather than details for the DPO. 
If privacy notices contain a generic 
email address such as “privacy@com-
pany.com”, then updates may not be 
required. However, if specific contact 
details are included in privacy notices, 

 It is likely to make sense for the Senior 
Responsible Individual to delegate their 

responsibilities to the existing DPO. 
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these will need to be updated.  
Registrations with the ICO will 

also need to be updated, as the Bill 
requires the contact details of the SRI 
to be notified to the ICO rather than 
contact details for the DPO. 

RECORD KEEPING REQUIREMENTS 
What is the proposal? The current 
Article 30 record keeping requirements 
will be replaced with new record keep-
ing obligations. Controllers will be 
required to maintain “appropriate 
records”, including the following: 
•    where the personal data is (includ-

ing information about any personal 
data that is outside the United 
Kingdom); 

•    the purposes for which the con-
troller is processing the personal 
data; 

•    who the controller has shared, or 
intends to share, the personal data 
with (including recipients who are 
in third countries or international 
organisations); 

•    how long the controller intends to 
retain the personal data; 

•    whether the personal data includes 
special categories of personal data 
referred to in Article 9(1) and, if so, 
which categories;  

•    whether the personal data includes 
personal data relating to criminal 
convictions and offences or related 
security measures referred to in 25 
Article 10(1) and, if so, which types 
of such data; and  

•    where possible, information about 
security measures in place. 
Processors will be required to main-

tain “appropriate records”, including 
details of each controller on whose 
behalf records are processed, location of 
the data and, where possible, how data 
is kept secure. 

What does this mean in practice? 
The new record keeping requirements 
are practically identical to the current 
requirements therefore organisations 
that are already compliant with Article 
30 record keeping obligations will 
simply need to maintain their current 
records. 

The proposals do not make the 
record keeping requirements any sim-
pler or less onerous. As a compliance 
tool, good processing records can be 
hugely helpful for a variety of pur-
poses, including informing the contents 

of privacy notices, identifying areas of 
high risk processing, documenting the 
lawful basis and of processing and 
ensuring that data subject request pro-
cedures cover all applicable data. 
Therefore, maintaining record keeping 
requirements is welcome. 

DATA SUBJECT REQUESTS 
What is the proposal? The exemption 
that permits controllers to refuse to 
respond to requests or charge a reason-
able fee to do so where requests are 
“manifestly unfounded or excessive” 
will be amended to apply when 
requests are “vexatious or excessive”. 
The Bill goes on to give the following 
examples of what might constitute a 
vexatious request:  
•    requests that are intended to cause 

distress; 
•    requests that are not made in good 

faith; or 
•    requests that are an abuse of pro-

cess. 
The Bill also clarifies how time peri-

ods for responding to requests should 
be calculated. Where verification of 
identity is required, the time period 
will not commence until the identity of 
the data subject has been verified. 
Where the controller requires further 
information to identify the requested 
data or processing activities, the con-
troller will be able to pause the clock 
until the additional information is 
received. 

What does this mean in practice? 
The proposal to allow refusal of vexa-
tious requests should be welcome news 
to controllers, although it will be inter-
esting to see exactly how widely this 
exemption will be interpreted by the 
ICO and the courts.  

On the face if it, the vexatious 
exemption gives controllers more scope 
to refuse requests if they are solely 
being used as a means of obtaining 
information to fuel litigation or if the 
intent is simply to make trouble 
(although it is always hard to prove the 
latter without clear documentary evi-
dence of intent). No doubt these points 
will be tested soon after the Bill comes 
into force.  

Controllers should watch this space 
carefully for future ICO guidance and 
cases which test the scope of the 
exemption. If your organisation is 
struggling with dealing with requests 

that may fall within the scope of the 
vexatious exemption, you should start 
to consider how you can demonstrate 
the vexatious nature of requests. This 
could include evidence of requests 
being withdrawn when complaints are 
settled (showing there was no real 
intent of checking the data or process-
ing activities) or evidence that, in the 
litigation context, requests are solely 
being made to obtain information out-
side of the normal discovery process. 

In relation to the provisions on how 
to calculate timeframes, these provi-
sions are in line with the  ICO’s existing 
guidance. The legislative clarification is 
welcome but should not necessitate any 
changes to operational procedures if 
you are already following the ICO 
guidance. 

RISK ASSESSMENTS  
What is the proposal? The Bill pro-
poses the following amendments to the 
DPIA requirements in Article 35 of the 
UK GDPR: 
•    references to DPIAs are changed to 

refer to “risk assessments”; 
•    risk assessments are required for 

high risk processing activities (as is 
the case for DPIAs) but the exam-
ples of what constitutes high risk 
processing are removed; 

•    the list of what must be included in 
a risk assessment is amended to 
remove the requirement to include 
a systematic description of the pro-
cessing and instead the assessment 
must include a summary of the pur-
poses of the processing;   

•    the requirement to consult with 
data subjects “where appropriate” 
is removed; and 

•    the obligation to consult with the 
ICO in relation to high risk pro-
cessing becomes a voluntary matter. 
What does this mean in practice? 

The substance of when risk assess-
ments are required and what they must 
include remains substantively the 
same. Current DPIA procedures will 
therefore remain fit for purpose. 

The loosening of requirements to 
describe data flows and processing 
activities in detail within the risk 
assessment may, on the face of it, 
appear helpful. However, as any data 
protection adviser knows, it is not pos-
sible to identify risks and appropriate 
mitigations without understanding 



S=========pbmqbj_bo=OMOO=======PRIVACY LAWS & BUSINESS UNITED KINGDOM REPORT © 2022 PRIVACY LAWS & BUSINESS

ANALYSIS

AN INTRODUCTION TO THE BILL 
The highly anticipated Data Protection 
and Digital Information Bill (the Bill), 
that was introduced into Parliament on 
18 July 2022, directly follows on from 
last year’s government consultation2 on 
reforming UK data privacy legislation 
such as the UK GDPR (titled Data: a 
new direction3). Whilst the 192-page 
Bill considers reforms on a wide variety 
of matters, including the rules on cook-
ies, changes to the role of the Informa-
tion Commissioner’s Office and the 
approach to international transfers of 
personal data, this article focuses on the 
Bill’s proposals relating to AI reform in 
the UK and what the UK regulatory 
landscape for AI may look like over the 
next few years.  

The government’s proposal for a 
new AI rulebook in the UK is intended 
to assist the government in achieving its 
clear goals to “unleash” innovation, 
boost public trust in technology and 
reduce the burdens on businesses that 
impede the responsible use of personal 
data. The Bill appears to be the most 
recent attempt by the government to 
shift away from what it considers 
“restrictive” European regulations 
(such as the GDPR) whilst continuing 
to strive to become an international 
hub for innovation.  

The government also published a 
policy paper4 at the same time as the 

Bill, which provides an overview of 
the UK’s emerging pro-innovation 
approach to the regulating AI in the 
UK. The policy paper suggests that we 
can expect the new AI regulatory 
framework to be risk based but flexi-
ble, and to set out horizontal princi-
ples for specific (and already existing) 
regulators to subsequently enforce ver-
tically within the regulator’s remit (as 
required) – a key difference when com-
pared to the approach taken by the EU.  

THE CURRENT LANDSCAPE  
Before delving into how the AI regula-
tory regime may change and how the 
government can achieve its goals, it’s 
worth briefly outlining the current reg-
ulatory landscape of AI in the UK. 
Despite no existing laws in the UK 
having been explicitly written specifi-
cally to regulate AI, AI is partially reg-
ulated through a collage of legal and 
regulatory requirements that have been 
designed for other purposes. This 
includes specific regulation for finan-
cial services and medical research, but 
notably under UK data protection law 
(such as the UK GDPR and Data Pro-
tection Act 2018 (DP Act)) which 
include specific requirements sur-
rounding (a) automated decision-
making; and (b) the broader processing 
of personal data (which covers process-
ing for the purpose of developing and 
training AI technologies).  

AUTOMATED DECISION-MAKING  
Article 22 GDPR (Automated indi-
vidual decision-making, including 
profiling): Arguably, the most signifi-
cant proposal to achieve the govern-
ment’s goal to “unleash” innovation 
(i.e. reduce barriers to innovation) is 
captured under the Bill’s proposed 
amendments to Article 22 of the UK 
GDPR (Article 22). Before discussing 
these proposed amendments, it is 
worth reminding readers that this is not 
the first time that Article 22 has been 
subject to critique. Last year, the gov-
ernment proposed, in order to promote 
a data-driven economy, to remove 
Article 22 in its entirety. The hotly 
debated responses to this proposal are 
likely to be one of the contributing fac-
tors that has set the path to the more 
recent proposal to amend, and not 
remove, Article 22.  

Section 11 of the Bill (Automated 
decision-making) sets out the govern-
ment’s proposals to update the existing 
Article 22, removing some aspects but 
also simplifying and clarifying other 
existing provisions.  

Currently, Article 22 sets out the 
conditions under which solely 
 automated decisions, including profil-
ing, that produce legal or similarly sig-
nificant effects on data subjects may be 
carried out. The current provision 
restricts these solely automated deci-
sions to three circumstances: 
1.   Where it is necessary for entering 

AI regulation... from p.1

the details of processing activities. 
Our recommendation would there-
fore be for organisations to continue 
to require details to be provided about 
exactly what the processing will entail 
to ensure that appropriate advice is 
provided and enable risk assessments 
to be  completed. 

The proposal to abolish data sub-
ject consultation requirements is 
helpful and reflects current practice, 
as most organisations tend to con-
clude (rightly or wrongly) that con-
sultation is not “appropriate” in 99% 
of cases. 

We recommend that when the Bill 
is finalised, organisations take the 
opportunity to ensure that their risk 
assessment procedures are not unduly 
onerous. In practice, procedures 

should only require minor amend-
ment, rather than a full overhaul. 

CONCLUSIONS 
The proposals examined in this article 
do not require organisations to signifi-
cantly alter their current practices and 
procedures. The requirement to 
appoint an SRI will require changes to 
governance structures and should be 
helpful in obtaining senior buy-in for 
privacy governance programmes. We 
expect most organisations that currently 
have a DPO to retain this role to sup-
port the SRI with ensuring completion 
of the statutory tasks. 

The widening of exemptions for vex-
atious requests and clarification of how 
to calculate timeframes are welcome 
amendments.  

The remainder of the proposals 
tinker round the edges or improve the 
legislative language, rather than requiring 
organisations to implement a wholesale 
overhaul of procedures. 

It will be interesting to see how the 
Bill progresses through Parliament and 
whether any more radical amendments 
will be tabled. As always, the law never 
stays still in the great world of data 
protection. 

Alison Deighton is Co-Founder and a 
Director, HelloDPO 
Email: alisondeighton@hellodpo.com
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the PDF documents. 

3. Electronic Versions 
We will email you the PDF edition 
which you can also access in online 
format via the PL&B website.  

4. Paper version also available 
Postal charges apply outside the UK. 

5. News Updates 
Additional email updates keep you 
regularly informed of the latest 
developments in Data Protection, 
Freedom of Information and 
 related laws. 

6. Back Issues 
Access all PL&B UK Report back 
issues.  

7. Events Documentation 
Access UK events documentation 
such as PL&B Annual International  
Conferences, in July, Cambridge. 

8. Helpline Enquiry Service 
Contact the PL&B team with  
questions such as the current status 
of legislation, and sources for specific 
texts. This service does not offer legal 
advice or provide consultancy.

Stay informed of data protection  
legislative developments. 

Learn from others’ experience  
through case studies and analysis. 

Incorporate compliance solutions  
into your business strategy. 

Learn about future government/ICO plans. 

Understand laws, regulations, court  
and tribunal decisions and what they  
will mean to you. 

Be alert to privacy and data protection law 
issues and tech developments that will 
affect your compliance and your reputation. 

The PL&B United Kingdom Report, published six times a year, covers the Data Protection 
Act 2018, the Freedom of Information Act 2000, Environmental Information Regulations 
2004 and Privacy and Electronic Communications Regulations 2003.

Included in your subscription:

PL&B’s United Kingdom Report will help you to:

Privacy Laws & Business also publishes  
PL&B International Report, the world's 
longest running international privacy laws 
publication, now in its 36th year. 
Comprehensive global news, currently on 
165+ countries, legal analysis, management 
guidance and corporate case studies on 
privacy and data protection, written by 
expert contributors  

Read in more than 50 countries by 
regulators, managers, lawyers, and 
academics.

Subscription licences are available:  
• Single use  
• Multiple use  
• Enterprise basis 
• Introductory two and three years discounted 

options  

Full subscription information is at  
privacylaws.com/subscribe

Fantastic documents which provide a useful snapshot of the data 
protection landscape all in one place that can be easily digested around 
your busy working day. The split between International and UK allows 
you to focus on areas of interest as you require. 

Angela Parkin, Group Head of Data Protection, Equiniti
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