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The ad tech world has, for some 
time, relied heavily on cookies 
to drive business, but it is com-

mon knowledge that the use of cookies 
is not without its issues. With regula-
tors cracking down on non-compliant 
consent mechanisms, cookie consent 
rates from website users are plummet-
ing. Will new technologies offer a 
future where the interests of individ-
uals and advertisers are balanced more 
satisfactorily? A future where we can 
live in a world free from the tyranny of 
the cookie pop ups? Or is the situation 
a little more nuanced than that? 

WHERE DID IT ALL START? 
According to ‘An Empirical Study of 
Web Cookies’1 (the Web Cookie 
Study) cookies were invented in 1994 
to enable “state to be maintained 
between clients and servers”. This 
allowed a website to, for example, 
 recognise a repeat visitor and 
remember user preferences. 

Clearly cookies have come a long 
way since then. The Web Cookie 
Study published in 2016 used a web 
crawler to identify first and third 
party cookies (first party cookies 
being those placed by the website 
you are visiting and third party 
cookies being placed by another 
domain). This often occurs where 
websites add third party elements to 

their sites (such as plugins and adver-
tising) placed on browsers. On the 
100,000 top websites listed on a web-
site ranking service previously avail-
able on Alexa.com, over 3.2 million 
cookies were found, and the Web 
Cookie Study noted “an alarming 
prevalence of powerful, insecure 
cookies”. If the search was repeated 
today, it seems likely that the number 
would be significantly larger. 

THE BOOM IN COOKIE USAGE  
From their early start as tools to keep 
track of activity on the site being 
visited, the use of cookies evolved to 
enable tracking of users from one site 
to another, creating and building pro-
files about them and analysing and pre-
dicting behaviours based on the 
information gathered via the cookies. 
This proved invaluable to advertisers, 
with third party cookies becoming a 
fundamental tool in targeted advertising. 

THE PROBLEM WITH COOKIES 
Whilst now endemic in the ad tech 
space, the use of cookies, as the reader 
will be aware, has not been without 
issues. 

The need for GDPR standard con-
sent for the placement of cookies 
which are not strictly necessary, along-
side the proliferation of the use of these 
cookies led to a (surely) unintended 
consequence of a barrage of cookie 
pop-ups which negatively affect user 
experience, engendering annoyance, 
confusion and frustration.  

REGULATORY RESPONSE 
Regulators, including the ICO, have 
responded by taking action to ensure 
that individuals are offered a clear 
choice and easy ability to reject the 
placement of cookies. In 2023, the ICO 
and the Competition and Markets 

Authority (CMA) issued a position 
paper on choice architecture2, wherein 
they examined how choice architecture 
can lead to data protection, consumer 
and competition harms. They also  
reviewed examples of harmful choice 
architecture, which included some 
consideration of cookie pop-ups. At 
one point the Opinion states: “Where 
the user is presented with an option 
that allows them to skip more granular 

settings, then the ICO expects, as a 
minimum, an equivalent option allow-
ing them to refuse as well (e.g., a 
‘Reject all’ option as well as an ‘Accept 
all’). These must be presented with 
equal prominence; the user must 
understand what they mean and must 
not be nudged towards one over the 
other.” 

The ICO followed this up by writ-
ing to companies which run many of 
the most visited sites in the UK about 
compliance with cookie banner 
requirements under the Privacy and 
Electronic Communications Regula-
tions 2003 (PECR) and the UK 
GDPR. A good response was 
reported by the ICO, but their 
enforcement action did not stop there. 
In January 2024 the ICO indicated in 
a blog post that they intend to use an 
AI tool to trawl websites to identify 
non-compliant cookie mechanisms.3  

In September 2021, the European 
Data Protection Board (EDPB) 
announced the establishment of a 
cookie banner task force to co-ordinate 
a response to complaints filed by pri-
vacy advocacy group noyb with several 
supervisory authorities, which it 
reported on in January 20234. The task 
force looked at a number of issues, 
such as the absence of “reject all” but-
tons on the first layer of the banner, 
deceptive button colours and contrast,  
and inaccurately classified strictly 
necessary cookies. 

“Cookie fatigue” has become a rec-
ognised term. The previous Govern-
ment’s Data Protection and Digital 
Information Bill contained a provision 
entitled “information technology to 
enable consent to be given, or an objec-
tion to be made, automatically” giving 
powers to the Secretary of State to 
regulate technology which would 
allow for such consent/objection. The 
move was, however, criticised in the 
House of Lords for lacking substance 
in terms of how this would work. It 
will be interesting to see if the new 
Government picks up this particular 
baton when it puts forward its new 
data protection bill. In the EU, the 
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European Commission has adopted an 
initiative for a voluntary business 
pledge to simplify the management of 
cookies although this has reportedly 
had difficulties in gaining traction.5 

INDUSTRY DEVELOPMENTS 
The factors mentioned above, which 
give just a flavour of the activity in this 
area, have surely started to skew the 
effort vs reward balance for advertisers 
and have encouraged the development 
of alternative approaches. 

Within the tech industry there have 
been moves to decrease the reliance on 
third party cookies with Apple and 
Firefox taking steps to block third 
party cookies by default and Google 
announcing in 2019 its intention to do 
the same with its ‘Privacy Sandbox’ 
project (more on this below). There 
has also been a proliferation of pro-
viders offering “cookieless tracking 
solutions”. 

Elsewhere, action by the Irish Data 
Protection Commission culminated in 
the decision that Meta could not use 
legitimate interests or contractual 
necessity as legal bases for processing 
personal data for behavioural advertis-
ing. Meta is now using a “pay or con-
sent” model in some jurisdictions 
(broadly, giving the individual the 
choice of paying a fee for an ad free 
service or accepting the processing of 
their personal data for advertising – 
which can, and often does in the online 
environment, involve the use of 
cookies). This model has been met 
with criticism by the EDPB which has 
confirmed that “in most cases it will 
not be possible for large online plat-
forms to comply with the require-
ments for valid consent if they con-
front users only with a binary choice 
between consenting to processing of 
personal data for behavioural advertis-
ing purposes and paying a fee.”6 The 
model is also facing challenges under 
the Digital Markets Act and consumer 
law in the EU. 

At the time of writing, we have yet 
to hear the results of the ICO’s call for 
views on consent or pay mechanisms 
which it is undertaking as part of its 
cookie compliance work. The ICO has 
said that, as a starting point,  organisa-
tions looking at implementing such a 
mechanism must consider the power 
balance between the service provider 

and users, equivalence (are the paid-for 
and ad-funded services the same?), 
whether the fee is appropriate and 
whether users are given a clear, easy to 
understand, informed choice7. The 
ICO has also confirmed it is engaging 
with Meta and expects it to consider 
data protections raised by the ICO 
prior to introducing “consent or pay” 
to the UK.8 

Despite the potential difficulties, 
we note this type of model has recently 
appeared on some newspaper 
websites.9  

The Interactive Advertising Bureau 
has also developed the Transparency 
and Consent Framework10 which aims 
to give individuals more control over 
their personal data and greater trans-
parency in relation to how it is used, 
but it has faced challenges in terms of 
data protection compliance of the 
framework.  

MOVING BEYOND COOKIES? 
So, are third party cookies really in 
decline? If so, the march may have 
slowed a little with Google’s recent 
announcement about its Privacy 
Sandbox project.  

The project has been beset by 
delays and on 22 July 2024 Google 
announced an “updated approach” 
whereby, instead of deprecating third 
party cookies, they would introduce a 
“new experience” in Chrome which 
would “allow people to make an 
informed choice that applies across 
their web browsing”.11 Google cur-
rently accounts for over 90% of the 
search engine market share in the UK12 
and has a substantial share of the 
browser market (between 54-63% of 
the desktop market13 in the UK over 
the last year) and therefore this change 
in approach will have significant reper-
cussions for the move away from third 
party cookies. 

The ICO has expressed its disap-
pointment at the change in plans and 
encouraged those in the advertising 
industry “to move to more private 
alternatives to third party cookies - and 
not to resort to more opaque forms of 
tracking.”14 The ICO had raised issues 
in relation to the original Privacy Sand-
box approach, as did the CMA who 
were keen to ensure that the move did 
not unfairly advantage Google by 
causing “advertising spend to become 

even more concentrated on Google’s 
ecosystem at the expense of its 
 competitors.”15 

At the time of writing, details of the 
mechanism have yet to be revealed, and 
Google has confirmed it will be engag-
ing with regulators and the industry in 
relation to the roll out. 

Whilst the original Google plan 
was in motion, there was a pressing 
need to consider the future beyond the 
use of third party cookies (including an 
increase in the usage of first party 
cookies and consideration of cookie-
less alternatives), something the ICO 
reflected upon in its Opinion on data 
protection and privacy expectations for 
online advertising proposals in 
202116. The ICO urged organisations 
to be cautious in their development of 
new technologies, stating that, fol-
lowing phasing out of third party 
cookies, “new proposals need to be 
designed with data protection by 
design and default considerations 
from the beginning”. 

In the Opinion, the Commissioner 
notes that both the UK GDPR and 
PECR are technology neutral and 
apply “to any technique that stores 
information (or accesses information 
stored) on an individual’s device”. 

The relevant provisions in PECR 
are detailed in Regulation 6 which 
states: 
1)   Subject to paragraph (4), a person 

shall not store or gain access to 
information stored in the terminal 
equipment of a subscriber or user 
unless the requirements of para-
graph (2) are met. 

(2) The requirements are that the sub-
scriber or user of that terminal 
equipment— 

     (a) is provided with clear and com-
prehensive information about 
the purposes of the storage of, or 
access to, that information; and 

     (b) has given his or her consent. 
So, even if a tracking technology 

does not use cookies, if it is storing or 
gaining access to information stored on 
the user’s device, consent to use it will 
be needed. 

In its guidance on direct 
marketing17, the ICO makes it clear 
that it uses the term cookies to refer to 
cookies and other, similar techno-
logies, specifically mentioning that 
technologies to which PECR applies 
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could include HTML5 local storage, 
Local Shared Objects, fingerprinting 
techniques, technologies like scripts, 
tracking pixels and plugins. 

Despite this, there is clearly a danger 
that these other technologies are being 
overlooked from a privacy perspective. 
A study by academics at the Foundation 
for Research and Technology  Hellas at 
the University of Crete and Telefonica 
Research18 (in part) looked at whether 
the use of cookieless technologies such as 
first party ID leaking, ID synchronisa-
tion and browser fingerprinting is being 
captured by consent mechanisms. In 
relation to browser fingerprinting, the 
study found that 73.5% of the websites 
which performed fingerprinting, per-
formed it regardless of the user consent 
action (whether consenting, rejecting or 
taking no action). Not all websites were 
in the EU/UK, but sites within these 
areas were by no means all compliant. 

Another paper by Ido Sivan-Sevilla 
& Patrick T. Parham of the University 
of Maryland19 found that “the imple-
mentation of cookie-less tracking sol-
utions by the AdTech complex poten-
tially enables greater dynamic visibility 
on consumers, longer consumer track-
ing, and the assembling of more sensitive 
consumer profiles.” 

PRACTICAL CONSIDERATIONS 
When exploring potential alternatives 
to the use of cookies, the key to suc-
cess will be to really understand the 

technology. This is (another) situation 
in which privacy professionals and 
information technology professionals 
need to work together. There is a 
strong need for clear and open com-
munication. As privacy professionals 
we should be asking the questions 
which allow us to understand exactly 
how new technologies and cookieless 
solutions work so that we can identify 
whether they fall within the scope of 
tracking technologies under PECR 
that require prior consent. We also 
need to identify the information the 
solution uses, to enable a proper con-
sideration of whether that information 
is personal data for the purposes of the 
UK GDPR. 

Be wary of advice that a product 
“does not use cookies” or “does not 
use personal data”. It will be necessary 
to explore what the provider really 
means by this to ensure the use of the 
technology is not captured by the 
regulations. In terms of assessing 
whether personal data is being col-
lected, the question of whether data is 
truly anonymous is one which requires 
proper consideration and so assertions 
made by providers should not be taken 
at face value. 

Any new technology will, of 
course, have to be assessed for com-
pliance in accordance with all the 
applicable standards, but given there 
is the potential for new and unfam-
iliar technologies, there should be a 

particular focus on transparency. Any 
activity which falls within the regula-
tions needs to be clearly explained to 
individuals, adapting our language to 
ensure we explain how new solutions 
work and raise awareness of the new 
technologies. There will also be a need 
to consider integration with consent 
management mechanisms to ensure 
that users are able to choose whether to 
allow the processing by these new 
technologies where this is required by 
the UK GDPR/PECR. 

Whilst the immediate demise of 
third party cookies may not be in sight, 
familiarising ourselves with develop-
ments in this area is essential in order 
to prepare for changes as and when 
they happen. 
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The new government’s strategy 
– a Labour of (digital) love? 

Vendor management in AI: Must-
ask questions and crucial clauses 

A Digital Information and Smart Data Bill has been promised, but 
no comprehensive AI regulation. Nicola Fulford and Robert Fett 
of Hogan Lovells analyse the government’s approach. 

Organisations looking to buy in AI systems should review their 
vendor due diligence questionnaires and much more, say  
Liza Vernygorova and Emma Erskine-Fox of TLT. 

The UK election on 4 July 
2024 brought the new Labour 
government a substantial 

working majority and an opportun-
ity to deliver change to the UK’s data 
industries as part of its commitment 
to “national renewal”. But is its 

commitment to digital slow and 
steady, or is it showing signs of 
passion and energy towards the sec-
tor? Will it deliver a digital revol-
ution or simply some pragmatic 

We are currently witnessing 
a boom in the use of 
Artificial Intelligence 

(AI), and this is only likely to con-
tinue in the coming years. There is 
no doubt that AI brings huge poten-
tial benefits, but it is easy to get 

 distracted by all the issues that AI 
promises to solve and the temptation 
to jump in at the deep end is strong. 

However, the use of AI comes 
with challenges, including vendor 

Continued on p.3
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Data sharing takes centre 
stage in government’s plans  
The government is drafting the Digital Information and Smart Data 
Bill, as announced in the King’s Speech on 17 July. The ambition of the 
Bill is to “harness the power of data for economic growth”. This 
includes setting up Smart Data schemes and expanding digital 
verification services to new areas such as moving house and buying age-
restricted goods. Many aspects are likely to remain from the previous 
DPDI Bill. Read an analysis of the government’s plans for digital 
strategy on p.1.  
 
This issue includes some great management advice for the busy DPO. 
While we do not yet know the details of the new law, the basics are 
likely to remain the same but with a twist. Whatever the new 
requirements may be, it is the DPO’s job to communicate the 
organisation’s data processing policy and procedures to the rest of the 
staff, a job that may sometimes seem like an uphill struggle. There are 
ways of making data protection sound like an enabler, however (p.15). 
 
The GDPR allows data subjects some control over their personal data, 
but the question of data ownership is not necessarily clear cut if the data 
also falls under Intellectual Property law (p.10). There are also 
intellectual property and data protection implications of training 
generative AI (p.17).  
 
AI issues already land on many DPOs’ desks – for example, it is of vital 
importance to ensure that AI vendors comply with transparency and 
explainability obligations. Due diligence, and detailed contract 
negotiations are needed when deploying AI solutions (p.1). 
 
You can also read about an apprenticeship scheme on Data Protection 
and Information Governance that has been in operation since March 
2022. This programme is a great opportunity, for example for recent 
graduates, and provides organisations with a skilled workforce (p.8). 
 
 

Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS
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